
From Fenergo to Client Adapter

AES - CBC

HTTP Request

Message Headers

Request  Body (Plaintext )

{   
"id": "string",   
"tenant": "string",   
"providerId": "string",   
"type": "Test",   
"request": {

     "id": "string"   
 }

}

Encrypt ion Key

HTTP Request

Message Headers

Request  Body (Encrypted)

zro010CZl/4+SrphMyd5OPCviY0cc
0D4rv/yw9YlOWbJ92uZV1NFPrrepd
SkCafPVFMrh/1XKasKuX0lISEiMrEB
kVaamUF7MYh/Qm+kqxD41Hkv0Ys
KNx+9M8cka3OWkSuIQdDnuVXVUd
dRflvyW7arruJfzVUroKK0y2AEzefXx6U
v56BpY7wibBvWamIzIVdcwjSmbjLM
WkoPQ6gWPPFC6mdAdtPGXQ2rLt
nTxec=

Random 
Init ialisat ion Vector

Save IV
as Header x-encrypt ion-iv: cbYa9WJD+vd5Bl7eL3U6FQ==

SHA256 MAC

ciphertext

Save Calculated MAC 

as Header

x-tenant-id: xxxx-xxxxx-xxxxx-xxxxx-xxxxx

x-provider-id: TestProvider

x-tenant-id: xxxx-xxxxx-xxxxx-xxxxx-xxxxx

x-provider-id: TestProvider

Authent icat ion Key

content-type: text/plain content-type: text/plain

x-authentication-mac : GBsiZ2VOovOj2xAkapdaog
Tw18atabVQnXFPsWOEmlw=
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